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COVERING THE BASICS:  WHAT IS INSURANCE?

A. Insurance is a contract whereby one undertakes to indemnify another 
against loss, damage, or liability arising from a contingent or unknown event.

B. Types of Insurance

1. Commercial Insurance Companies

a. Third-party liability insurance

i. Individual liability insurance, such as vehicle, homeowner’s, etc.

ii. Commercial liability policies sold to organizations and businesses

iii. Professional liability such as malpractice
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COVERING THE BASICS:  WHAT IS INSURANCE?

b. Subject to intense regulation and capitalization requirements

c. Can be inflexible and rigid

d. Must be financially accountable to shareholders and principals

2. Captive Insurance Companies

a. An insurance company set up by an organization to insure itself
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COVERING THE BASICS:  WHAT IS INSURANCE?

b. Limitations on who they can insure according to their charter

c. Not subject to the same regulatory laws as commercial insurance 
companies

d. Not required to have the same level of capitalization as commercial 
insurance companies

e. Reduce insurance costs for organizations they insure

f. Captive insurance companies can have problems as losses become 
more frequent and larger as a result of natural disasters, worker’s 
compensation claims, and larger liability losses
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COVERING THE BASICS:  WHAT IS INSURANCE?

3. Self-Insurance

a. Not really insurance:  “If insurance requires an undertaking by one to 
indemnify another, it cannot be satisfied by a self-contradictory 
undertaking by one to indemnify oneself.”  Aerojet General Corp. v. 
Transport Indemnity Co. (1997) 17 C4th 38, 72.

b. Situation in which a business that is liable for some risk chooses to 
“carry the risk” itself rather than paying or setting up another 
company to assume that risk for a fee.
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COVERING THE BASICS:  WHAT IS INSURANCE?

c. Companies choose to self-insure because it allows them to save the 
profit margin that an insurance company adds to its premium.  
However, this can expose the company to a much larger risk if more 
or larger claims than expected must be paid.

i. Self-insurers typically purchase excess insurance to protect 
themselves from a time of poor claim experience.
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BUSINESS CONSIDERATIONS IN SELECTING TYPE AND 

SCOPE OF INSURANCE BEFORE A LOSS TAKES PLACE

A. What type of insurance arrangement is best depends on the organization’s 
business and operations

B. Organizations that interface with vendors or other businesses may be 
protected by, or may be required to provide “additional insured” status.

1. Captives and commercial insurers can provide these policies, self-
insureds cannot.

2. Ask whether a party is self-insured or whether its insurer is a captive.  
This will help you evaluate whether the protection will be there when you 
need it.
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BUSINESS CONSIDERATIONS IN SELECTING TYPE AND 

SCOPE OF INSURANCE BEFORE A LOSS TAKES PLACE

C. Organizations with loss histories that include losses that are potentially 
catastrophic may not want to opt for significant amounts of self-insurance.

1. Self-insureds may have difficulty underwriting or predicting losses and 
defense costs.

2. A self-insured retention (SIR) must be exhausted before the excess 
coverage commences, unlike a deductible which can be paid after 
coverage is already extended.

3. Such organizations may be better off purchasing commercial insurance 
or setting up a captive insurer.
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LITIGATION CONSIDERATIONS IN SELECTING TYPE AND 

SCOPE OF INSURANCE

A. Self-insurance

1. Unlike dealing with an insurance carrier, you are not dealing with a 
third party, but with someone who is intimately connected to the 
outcome of the litigation.

2. A commercial carrier has no duty to defend until the SIR is exhausted.

3. When there is other coverage for the same loss, the self-insured entity 
has no obligation to contribute with the other primary insurers.

4. Recovery may be limited by unexpected events such as bankruptcy.
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BUSINESS CONSIDERATIONS IN SELECTING TYPE AND 

SCOPE OF INSURANCE BEFORE A LOSS TAKES PLACE

D. Organizations with loss histories where the losses have a high- frequency, but 
low dollar value may benefit from self-insurance.

1. Self-insureds have more choice in selecting counsel because an 
insurance company is not dictating who is going to defend them.

E. If choosing to be self-insured, a company should:

1. Cap its own additional insured exposure and vigilantly secure additional 
insurance for itself, whenever possible.

2. Verify that its excess coverage provides additional insured status and 
does not require the maintenance of an underlying policy.

3. Consider commercial insurance but maintain a high SIR.
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LITIGATION CONSIDERATIONS IN SELECTING TYPE AND 

SCOPE OF INSURANCE

5. A self-insured entity may be more likely to attempt to hide or transfer 
assets in an attempt to avoid paying a judgment.

6. Unlike limits in commercial policies, self-insured retentions cannot be 
stacked.

(Example:  State of Calif. v. Continental Ins. Co. (2012) 55 C4th 186, 201 
(damage or injury spanning several years has led courts to require that 
the limits on all triggered policies apply, absent policy language to the 
contrary).)

7. Unexpected changes in the law that could be covered by standard 
policies could leave a self-insured entity exposed.

(Example:  Dynamex Operations West, Inc. v. Sup.Ct. (Lee) (2018) 4 C5th 
903 – evolving test for employment liabilities?)
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Commercial Insurance Policy Structure

A. Per Occurrence and Aggregate Exposure Limits
• Self-insured retentions; deductibles; excess coverage considerations.

B. Who is an Insured
• Named insured; others as defined; “Insured contracts”

C. Insuring Language and Coverages
• Liberal construction; burden on the insured

D. Exclusions
• Narrow construction; burden on insurer
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What Constitutes A Claim

A. Sample policy definition:  “‘Claim’ whenever used in this policy means a 

demand, including service of suit or institution of arbitration proceedings, for 

money against the insured.”  Bay Cities Paving & Grading, Inc. v. Lawyers' Mut. 

Ins. Co., 5 Cal. 4th 854, 859 (1993).

B. Actual vs. potential claim:  If no demand is made, a mere accusation of 

misconduct or threat of legal action is not a “claim”: “(A) claim is not 

threatened action, accusation of misconduct, or mere notice of an intention to 

hold an insured responsible for a wrongful act.”  Abifadel v. Cigna Ins. Co., 8 

CA4th 145, 161 (1992).  A “mere request for an explanation, expression of 

dissatisfaction, or lodging of a grievance that falls short of such an insistence is 

not a demand.”  Westrec Marina Mgmt., Inc. v. Arrowood Indem. Co., 163 

CA4th 1387, 1392 (2008).
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Claim Reporting Obligations

A. When Is A Claim Made?

1. Typically, a claim against the insured is made when the insured learns about it.

2. Interrelated wrongful acts limitation: Most EPL policies contain an interrelated 

wrongful acts provision that treats all claims having a common factual nexus 

as one claim, which is deemed to have been made on the date the earliest 

claim involving those facts is reported to the insurer. The effect of such a 

provision is to eliminate all coverage if the earliest claim was made before the 

EPL policy took effect.
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Claim Reporting Obligations

B. What Are An Insured’s Reporting Obligations?

1. Potential Claims Through “Discovery” or “Awareness” Provisions:  In addition to 
actual claims, the policy may require the insured to report to the insurer 
potential claims.  Thus, where a claimant threatened to take legal action 
against insured corporate directors during the policy period but did not file suit 
until after the policy expired, and the insured waited until the suit was filed to 
notify the insurer, notice was untimely and coverage was barred.  Winkler v. 
National Union Fire Ins. Co. of Pittsburgh, Pa., 930 F2d 1364, 1367 (9th Cir. 1991).

2. Rumors?  “Reports based upon speculation or rumor do not rise to the level of 
notice of a claim under the awareness provision.”  KPFF, Inc. v. California 
Union Ins. Co., 56 Cal. App. 4th 963, 977 (1997).

3. Always immediately tender a suspected claim to all insurers (primary and 
excess).
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Policyholder Rights

A. California – Fair Claims Settlement Practices Act

(Cal. Ins. Code Section 790(a).03(h).)

B. Consultation with Broker or Coverage Counsel

C. Written Coverage Determination

D. Reservations of Rights; Independent Defense Counsel
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A. Indemnification is only a partial solution to comprehensive risk shifting.

B. Indemnification provisions are strictly construed.

C. Insurance provisions are added protection in case the indemnitor becomes 
insolvent, there are impediments to enforcing indemnity provisions, or the 
indemnitee wishes to have greater protections than those provided in 
indemnity provisions.

D. Insurance provisions in commercial contracts apply regardless of 
indemnification rights.

E. Insurance may provide broader coverage than indemnification provision (e.g., 
may involve a duty to defend as distinguished from a duty to reimburse).

19The Relationship Between

Insurance and Indemnity Provisions
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“Additional Insured” Contracting Tips

A. Specify the desired insurance type (commercial general liability; pollution 

liability; worker’s compensation; etc.)

B. Specify limits (including the maximum self-insured retention, if any).

C. Require the indemnitor to provide written notice of cancellation of any 

coverage.
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Benefits of “Additional Insured” Status
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A. An “additional insured” is entitled to coverage without regard to 

indemnification obligations.

B. In general, “additional insured” status provides coverage in addition to 

your own insurance program, preserves your own coverage limits, and 

should reduce the expense of your own insurance program.

C. From the indemnitor’s perspective, insurance provisions bring in a third 

party insurance company that will then investigate and adjust the claim, 

in many respects, to the mutual benefit of the insurance company and 

the indemnitor.
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Sample Additional Insured Language
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A. “During the [contract] term, [Party A] shall, at its own expense, maintain in 

full force a policy or policies of [commercial general liability insurance] 

that will insure [Party B], against liability for [injury to persons and property] 

as an additional insured [arising from Party A’s operations in or about the 

Premises].  The liability under such insurance shall be not less than [specify 

desired limits].”

B. ISO form “additional insured” endorsements exist for some common 

relationships (e.g., landlord-tenant; contractor-subcontractor, etc.)  See

ISO CG 20 11 04 13 (Additional Insured – Managers Or Lessors Of Premises; 

ISO 20 10 04 13 (Additional Insured – Owners, Lessees Or Contractors –

Scheduled Person Or Organization).
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Additional Insured:

Avoiding Contracting Errors
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A. Common Mistakes:

1. Failing to ask for insurance coverage.

2. Failing to specify the type of insurance coverage required.

3. Failing to review policy terms and exclusions, including self-insured 

retentions, to make sure that desired coverage is available.

4. Failing to verify that agreed coverage is in place at desired limits.
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Practice Tips
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A. Ask for insurance coverage and specify the type and limits.

B. Insist on receiving a notice of any policy cancellation at least thirty days 

beforehand.

C. Insist on a defense outside of policy limits so that defense fees and costs 

do not erode policy limits.

D. Specify that the indemnitee’s additional insured coverage under the 

indemnitor’s policy will serve as primary, non-contributory to any other 

policy issued to the indemnitee that may be applicable to any claim.
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Practice Tips (continued)
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E. Ask for the counterparty’s policy to ensure that the coverages and limits 

you want are there.  The most recent ISO endorsement forms for 

“Additional Insured – Owners, Lessees or Contractors – Scheduled Person 

or Organization” (ISO CG 20 10 04 13) and “Additional Insured –

Managers or Lessors of Premises” (ISO CG 20 11 04 13) restrict coverage to 

the limits set forth in the underlying contract.

F. Propose to draft and present your own Additional Insured policy 

endorsement for the insurance company’s signature.

G. Ask for Additional Insured certificates, policy renewals and updated 

certificates as necessary; however, never rely on an insurance certificate 

in lieu of reviewing the policy terms and conditions.

H. Require written notice of insurance cancellation.
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Affect the Availability of Coverage

Under the Indemnitor’s Policy
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A. The term “retention” (or “retained limit”) refers to a specific sum or 

percentage of loss that is the insured's initial responsibility and must be 

satisfied before there is any coverage under the policy. It is often referred 

to as a “self-insured retention” or “SIR.”  Forecast Homes, Inc. v. Steadfast 

Ins. Co. (2010) 181 CA4th 1466, 1474.

B. The differences between an SIR and a deductible:
1. The policy limits apply on top of an SIR (e.g., if the policy limit is $500,000 and 

there is a $50,000 SIR, after the SIR is exhausted the insured has the full $500,000 

coverage). A deductible, however, reduces policy limits (e.g., if there is a 

$500,000 policy limit and a $50,000 deductible, the insured has only $450,000 in 

coverage); and

2. No insurance under the policy attaches where the SIR is not satisfied.
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Self-Insured Retention Considerations 

(Continued)
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C. Unless the policy expressly says so, an SIR does not affect the insurer's duty 

to provide a “first dollar” defense:   “(A) true ‘self-insured retention’ 

expressly limits the duty to indemnify to liability in excess of a specified 

amount and expressly precludes any duty to defend until the insured has 

actually paid the specified amount .”  Legacy Vulcan Corp. v. Superior 

Court, 185 CA4th 677, 698 n. 12 (2010).

D. The insured may purchase other insurance to cover the SIR unless the 

policy clearly requires the insured itself, not other insurers, to pay this 

amount.  Vons Cos., Inc. v. United States Fire Ins. Co., 78 CA4th 52, 63-64 

(2000).
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Self-Insured Retention Considerations 

(Continued)
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E. However, the policy may prohibit satisfaction of the SIR by anyone but 

“you” (i.e., the insured).

F. For example, a liability policy defining “you” and “your” to refer to the 

named insured, stated “you” must satisfy the self-insured retention (SIR), 

and “payments by others, including but not limited to additional insureds 

or insurers, do not serve to satisfy the self-insured retention.”  Under this 

provision, even if the named insured (subcontractor) was bankrupt and 

could not satisfy the SIR, an additional insured (general contractor) could 

not satisfy the SIR in order to trigger the insurer's duty to indemnify.  

Forecast Homes, Inc. v. Steadfast Ins. Co., 181 CA4th 1466, 1476-1477 

(2010) (insurer has right to condition its indemnity obligation as it sees fit).
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Self-Insured Retention Considerations 

(Continued)
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G. Most commercial general liability policies written with an SIR will specify 

that the insurer has no duty to defend or indemnify unless and until the SIR 

is satisfied.

H. The indemnitee should insist on being able to satisfy the SIR applicable to 

additional insured claims.
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Fronting Policies
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A. “Fronting” policies are policies that do not transfer the risk of loss from the 

policyholder to the insurer; e.g., where the policyholder or an affiliate (or a 
subsidiary “captive insurer”) agrees to indemnify the insurer for any loss paid 
by the insurer.  See e.g., Union Oil Co. of Calif. v. International Ins. Co. (1995) 
37 CA4th 930, 933 n. 2 (policy contained deductible equal to liability limits).

B. Fronting policies are often used by companies that want to self-insure, but are 
required to obtain policies from third-party insurance companies in order to 
comply with statutory filing requirements, or for business purposes such as 
complying with a lease requiring the lessee to provide insurance coverage.  
The “fronting” policy satisfies insurance requirements because the insurance 
company is responsible in the first instance to pay a loss covered by its policy.
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Fronting Policies (Continued)
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C. There may be situations in which the insurer finds itself at risk; e.g., where a 

judgment on a covered claim is rendered against an insured who is in 
bankruptcy.

D. A “fronting policy” generally constitutes insurance for the indemnitee as an 
additional insured.   Phillips Petroleum Co. v. St. Paul Fire & Marine Ins. Co., 113 
S.W.3d 37, 43-44 (Tex. App. 2003) (finding that fronting policy satisfied 
contractor's obligation to procure liability coverage, have site owner named 
as additional insured on policy, and make contractor's policy primary with 
respect to site owner).
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Fronting Policies (Continued)
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E. However, the scope of insurance available to the indemnitee as an additional 

insured might be circumscribed by the terms of a “fronting” policy.  For 
instance, an endorsement reducing the policy limits by the deductible 
amount may grossly alter the insurer’s obligations to provide an “unlimited 
defense” under a non-fronting policy.  Id.

F. It makes sense to specify in insurance requirements whether additional insured 
coverage can be provided using fronting arrangements, and to affirm that 
any applicable deductibles will be the responsibility of the indemnitor.
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E&O / Cyber Liability

Coverage Summary – First Party
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A. Breach Event Expenses
Triggered by discovery of a privacy incident

1. Reimbursement coverage for the insured’s costs to respond to a data 

privacy or security incident. Policy triggers may vary but typically  are 

based upon discovery of such an event, or a statutory obligation to notify 

consumers of such an event. Covered expenses can include computer 

forensics expenses, legal expenses, costs for a public relations firm and 

related advertising to restore your reputation, consumer notification, and 

consumer credit monitoring services.
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E&O / Cyber Liability

Coverage Summary – First Party (cont’d)

B. First Party Coverage Parts
Triggered by a network security failure, unless system failure coverage provided

1. Business Interruption - Reimbursement coverage for the insured for actual lost net income caused 
by a network security failure, as well as associated extra expense. The greater of a dollar amount 

retention or waiting period retention of between 10 to 24 hours applies

2. Dependent Business Interruption - Reimbursement coverage for the insured for actual lost income 
caused by a network security failure of a business on which the insured is dependent, as well as 
associated extra expense. The greater of a dollar amount retention or waiting period retention

3. System Failure Business Interruption - Expands coverage trigger for business interruption beyond 
computer network security failure to include any system failure

4. Digital Asset Protections - Reimbursement coverage for the insured for costs incurred to restore, 
recollect, or recreate intangible, non-physical assets (software or data) that are corrupted, 
destroyed or deleted due to a network security failure
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E&O / Cyber Liability

Coverage Summary – First Party (cont’d)

C. Cyber Extortion
Triggered by a threat to cause a security failure or privacy breach

 Reimbursement coverage for the insured for expenses incurred in the 

investigation of a threat and any extortion payments made to prevent or 

resolve the threat.
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E&O / Cyber Liability

Coverage Summary – Third Party

A. Technology Errors and Omissions

 Liability coverage for defense costs and damages suffered by others resulting 

from any actual or alleged act, error, or omission committed in the conduct of 

the performance of a Technology Product or Technology Service.

B. Media Liability Coverage

 Liability coverage for defense costs and damages suffered by others for 

content-based injuries such as libel, slander, defamation, copyright 

infringement, trademark infringement, or invasion of privacy.  The scope of 

covered media is variable and can range from the insured’s website only to 

all content in any medium.
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E&O / Cyber Liability

Coverage Summary – Third Party (cont’d)

C. Security Liability

 Liability coverage for defense costs and damages suffered by others resulting 

from a failure of computer security, including liability caused by theft or 

disclosure of confidential information, unauthorized access, unauthorized use, 

denial of service attack or transmission of a computer virus.

D. Privacy Liability

 Liability coverage for defense costs and damages suffered by others for any 

failure to protect personally identifiable or confidential third-party corporate 

information, whether or not due to a failure of network security.  Coverage 

may include: unintentional violations of the insured’s privacy policy, actions of 

rogue employees, and alleged wrongful collection of confidential information.

Aon’s Cyber Solutions

Proprietary & Confidential

November 13, 2019



38
E&O / Cyber Liability

Coverage Summary – Third Party (cont’d)

E. Regulatory Proceedings

 Liability coverage for defense costs for proceedings brought by a 

governmental agency in connection with a failure to protect private 

information and/or a failure of network security.  Coverage is typically sub-

limited and includes coverage for fines and penalties to the extent insurable 

by law.  Compensatory damages, i.e. amounts the insured is required by a 

regulator to deposit into a consumer redress fund, may be covered.
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▪ New cybersecurity 

requirements – CA IoT 

Law (effective 2020); NY 

Dept of Financial Services

▪ Increasing privacy 

regulation – CCPA 

(effective 2020); EU 

GDPR

▪ Dependent & 

Contingent 

Businesses

▪ Technology 

Dependencies

▪ Information Technology 

Platform

▪ IoT / Cloud / SaaS solutions

▪ Operational Technology

Breach 

Expenses

Evolving 

Regulation
Supply Chain 

Disruption

Reputational 

Risk

Network 

Business 

Interruption

Liability

Technology 

Infrastructure

▪ Technology Failures

▪ Extended Outages caused by 

malicious code

▪ Logistics 

▪ Net Income Loss + Extra 

Expense

▪ Network Security Liability

▪ Privacy Liability

▪ Delay in Delivery

▪ Return or Offset in Fees

▪ Contractual Liability / 

Liquidated Damages

▪ Customer Erosion

▪ Public Relations Costs

▪ Computer Forensics

▪ Software / Hardware 

Replacement 

▪ Data Restoration

▪ Notification / Credit Monitoring

Cyber Risk Considerations - 2019
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Conclusion

Questions?

 Richard Bremer, Senior Counsel, Sacro & Walker LLP

rbremer@sacrowalker.com; (818) 452-3743

 Brianna Snowden, Vice President – Cyber Solutions, Aon

brianna.snowden@aon.com; (949) 823-8512

 John Walker, Partner, Sacro & Walker LLP
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