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A “Democracy Index” is published annually by the Economist. For 

2017, it reported that half of the world’s countries scored lower than 

the previous year. This included the United States, which was de- 

moted from “full democracy” to “flawed democracy.” The princi- 

pal factor was “erosion of confidence in government and public in- 

stitutions.” Interference by Russia and voter manipulation by Cam- 

bridge Analytica in the 2016 presidential election played a large 

part in that public disaffection. 
 

Threats of these kinds will continue, fueled by growing deployment 

of artificial intelligence (AI) tools to manipulate the preconditions 

and levers of democracy. Equally destructive is AI’s threat to deci- 

sional and informational privacy. AI is the engine behind Big Data 

Analytics and the Internet of Things. While conferring some con- 

sumer benefit, their principal function at present is to capture per- 

sonal information, create detailed behavioral profiles and sell us 

goods and agendas. Privacy, anonymity and autonomy are the main 

casualties of AI’s ability to manipulate choices in economic and po- 

litical decisions. 
 

The way forward requires greater attention to these risks at the na- 

tional level, and attendant regulation. In its absence, technology gi- 

ants, all of whom are heavily investing in and profiting from AI, will 

dominate not only the public discourse, but also the future of our 

core values and democratic institutions. 
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B. Equality and Fairness 
 

Essential to theories of liberal democracy are principles of due pro- 
cess, equality, and economic freedom. These values too are embed- 

ded in foundational and human rights documents. Consider the Dec- 
laration of Independence proclamation that “all men are created 

equal” with “unalienable Rights… [to] Life, Liberty and the pursuit 

of Happiness.—That to secure these rights, Governments are insti- 
tuted among Men, deriving their just powers from the consent of the 

governed.”234 No clearer expression has emerged of the link be- 

tween equality, due process and democracy. 
 

Due process and equal protection comprise “a coherent scheme of 
equal basic liberties with two themes: securing the preconditions for 
deliberative autonomy as well as those of deliberative democ- 

racy.”235 Judicial intervention under the due process and equal pro- 
tection clauses is most appropriate when governmental action dis- 

torts the political process.236 And, of course, Justice Stone’s famous 
footnote four in United States v. Carolene Products makes a princi- 

pled connection between equality and the political process.237
 

The realization of equality under law has become more difficult in 

the digital age. This is partially due to Supreme Court doctrines such 

as the “state action doctrine” and the “requirement of purpose.” The 
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istic production, ushering in an era of `computational journal- 

ism’.”231 The marketplace of ideas is relegated to secondary status. 

Robots are even writing news stories for major outlets.232 Once the 

fourth estate is debilitated, “democracy dies in darkness.”233
 



153 THE YALE JOURNAL OF LAW & TECHNOLOGY Vol. 21 
 

former exempts private actors from constitutional constraint. 238 

Many of our most vital social structures are now in private hands, 

and thus not bound by the Fourteenth Amendment. For instance, the 

world governing body of the internet, the Internet Corporation for 

Assigned Names and Numbers (ICANN), is a private California cor- 

poration, and does not need to observe constitutional due process or 

speech rights. 239 Telecommunications and platform giants have 

First Amendment rights, but not corresponding obligations to ensure 

free speech for their users. Their functionally complete control of 

the means of communication in the digital age results in a vast trans- 

fer of rights from citizens to corporate directors, who owe fidelity to 

shareholders, not to the constitution. 

The second doctrine mentioned, the “requirement of purpose,” reads 

an intentionality requirement into the Equal Protection clause.240 An 
action causing discriminatory results is not unconstitutional unless 
the discrimination was intended. Intent usually requires a human ac- 
tor. Thus, decisions made or influenced by algorithm may be beyond 

constitutional reach no matter how biased or opaque they are. 241
 

1. Opacity: Unexplained AI 

 

One major downside to machine learning techniques is their opacity. 

Because the algorithms are not directly created by humans, the ac- 

tual reasoning process used by them may be unknown and unknow- 

able. Even if one could query the machine and ask what algorithms 

and factors it used to reach a particular outcome, the machine may 

not know. That is because neural networks many layers deep with 

millions of permutations are in play at any given time, adjusting 

their connections randomly or heuristically on a millisecond 
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2019 Artificial Intelligence: Risks to Privacy & Democracy 154 
 

scale.242 It is like asking a turtle why its species decided to grow a 

shell. We know it was adaptive, but may not know the precise path- 

way taken to reach its current state. Our ignorance may actually be 
worse than that since we also cannot know if the AI is lying to us 

regarding its reasoning process. If one of the goals programmed into 
AI is to maximize human well-being that might be achieved by de- 

ceiving its human handlers now and then.243
 

Google’s Ali Rahimi recently likened AI technology to medieval al- 

chemy. Researchers “often can’t explain the inner workings of their 

mathematical models: they lack rigorous theoretical understandings 
of their tools… [Yet], we are building systems that govern 

healthcare and mediate our civic dialogue [and] influence elec- 

tions.”244 These problems are not mere conjecture or alarmist. One 
of the best-funded AI initiatives by the Department of Defense 

(DoD) is its Explainable AI (XAI) project. The DoD is concerned 
that drones and other autonomous devices may make questionable 

“kill” decisions, and there would be no way for humans in the chain 

of command to know why.245
 

 

 
[T]he effectiveness of [autonomous] systems is limited by the ma- 

chine’s current inability to explain their decisions and actions to hu- 

man users … Explainable AI—especially explainable machine 
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learning—will be essential if future warfighters are to understand, 
appropriately trust, and effectively manage an emerging generation 

of artificially intelligent machine partners.246
 

 

 
Opaque AI outcomes are hidden by “black box” algorithms. Since 
we often do not know how an AI machine reached a particular con- 

clusion, we cannot test that conclusion for compliance with legal 
and social norms, whether the laws of war or constitutional rights. 

If a machine returns a discriminatory result, say in sentencing or in- 
surance risk rating, what would it mean to ask if that result were 

“intended”? How would we know if the result were arbitrary or ca- 
pricious in a due process sense? As legal precepts, intentionality and 

due process are mostly incompatible with AI. The problem magni- 

fies as we give AI more tasks and hence more power, which may 

ultimately lead to “law[making] by robot.”247 Notwithstanding the 

risks, we are already asked to trust AI-adjudicated decisions at fed- 

eral agencies248 and AI-generated evidence in court.249 For some, 

the ultimate goal of AI development is “to get rid of human intui- 

tion.”250
 

A further challenge is that judges and government agencies do not 

write the AI programs they use. Rather, they license them from pri- 

vate vendors. This act of licensing already trained AI or related 
 

 
 

246 Id. 
247 Gary Coglianese & David Lehr, Regulating by Robot: Administrative Deci- 

sion Making in the Machine-Learning Era, 105 GEO. L.J. 1147, 1147 (2017) 

(conducting an examination of whether current and future use of robotic deci- 

sion tools such as risk assessment algorithms (law by robot) can hold muster un- 

der administrative or constitutional law). 
248 Id. Stanford Law School has a new practicum entitled “Administering by Al- 

gorithm: Artificial Intelligence in the Regulatory State.” https://law.stan- 

ford.edu/education/only-at-sls/law-policy-lab/practicums-2018-2019/administer- 

ing-by-algorithm-artificial-intelligence-in-the-regulatory-state. 
249 Andrea Roth, Machine Testimony, 126 YALE L.J. 1972, 2021-22 (2017). Sim- 

ilar problems arise with “forensic robots” who are increasingly being used to 

gather evidence in sensitive situations, such as child abuse cases. A robot may 

be superior to a human in that context, but can it proffer expert testimony? See 

Zachary Henkel & Cindy L. Bethel, A Robot Forensic Interviewer, J. HUMAN- 

ROBOT INTERACTIONS (2017). 
250 John Bohannon, The Cyberscientist, 357 SCI. 18, 18-19 (2018). 
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“transferred learning” techniques heightens opacity issues. Agen- 
cies not only lack transparency into the functionality and conclu- 
sions of the products they use, but also lack ownership of and access 
to examine the underlying data. The Supreme Court has made it dif- 
ficult to patent software, so developers typically resort to trade se- 

crets to preserve value in their AI investments.251 Thus, firms are 
reluctant to disclose details even in the face of constitutional chal- 

lenge.252 Yet, there are no federal legal standards or requirements 
for inspecting the algorithms or their “black box” decisions. The De- 

fend Trade Secrets Act of 2016253 gives developers further ammu- 

nition to resist disclosure of their source code.254
 

The resulting lack of transparency has real world consequences. In 
State v. Loomis, defendant Eric Loomis was found guilty for his con- 

duct in a drive-by shooting.255 Loomis’ answers to a series of ques- 
tions were entered into COMPAS, a risk-assessment tool created by 

a for-profit company, Northpointe,256 which returned a “high risk” 

recidivism score for him.257 Loomis appealed, specifically challeng- 
ing his sentence because he was not given the opportunity to assess 

the algorithm.258 The Wisconsin Supreme Court rejected Loomis’s 
challenge, reasoning that, according to a Wired report, “knowledge 

of the algorithm’s output was a sufficient level of transparency.”259 

The court also held that the human judge in the case could accept or 
 

 
 

251 See Alice Corp. v. CLS Bank Int’l, 573 U.S. 208 (2014). 
252 See, e.g., People v. Billy Ray Johnson, No. F071640 (Cal. App. pending, 

2018) (challenging for lack of access to a proprietary DNA-matching algorithm, 

TrueAllele, that evaluates the likelihood that a suspect’s DNA is present at a 

crime scene). 
253 18 U.S.C. § 1836, et seq. 
254 See, e.g., Video Gaming Techs, Inc. v. Castle Hill Studios LLC, 2018 U.S. 

Dis. Lexis 118919 (using DTSA to protect proprietary algorithm where state 

trade secret law was inadequate). 
255 State v. Loomis, 881 N.W.2d 749 (Wis. 2016). 
256 See COMPAS Risk & Need Assessment System: Selected Questions Posed by 

Inquiring Agencies, NORTHPOINTE (2012), http://www.northpointe- 

inc.com/files/downloads/FAQ_Document.pdf. 
257 See Loomis, 881 N.W.2d 749 at 755. 
258 See id. at 753. 
259 Jason Tashea, Courts Are Using AI to Sentence Criminals. That Must Stop 

Now, WIRED (April 17, 2017, 7:00 AM), 

https://www.wired.com/2017/04/courts-using-ai-sentence-criminals-must-stop- 

now. 
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reject the Compas score, so the AI algorithm was not actually deter- 

mining the sentence, just suggesting it.260
 

We can expect further resort to legal formalism as the deployment 
of AI expands. A growing number of states use COMPAS or similar 

algorithms to inform decisions about bail, sentencing, and parole.261 

Further, even well intentioned bail and sentencing reforms can have 

pernicious effects when AI is involved.262
 

Some proponents justify the use of AI as a means to produce more 
consistent results and conserve resources in the criminal justice sys- 

tem.263 That it does. But it also produces demonstrably discrimina- 
tory results. A study conducted by Pro Publica found that AI-gener- 
ated recidivism scores in Florida “proved remarkably unreliable in 
forecasting violent crime” and were only “somewhat more accurate 

than a coin flip.”264 The algorithm was “particularly likely to falsely 
flag black defendants as future criminals, wrongly labeling them this 

way at almost twice the rate as white defendants.”265 Not only does 
this violate equality precepts, the inability of either judges or de- 
fendants to look into the “black box” of recommended outcomes 

threatens due process.266
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261 EPIC, Algorithms in the Criminal Justice System, https://epic.org/algorith- 
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262 See Sam Levin, Imprisoned by Algorithms: The Dark Side of California End- 

ing Cash Bail, GUARDIAN (Sept. 7, 2018), https://www.theguardian.com/us- 
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265 Id. 
266 Tashea, supra note 259. 
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2. Algorithmic Bias 

 

Objectivity is not one of AI’s virtues. Rather, algorithms reflect back 
the biases in the programming that are input when models are de- 

signed and in the data used to train them. Additionally, while data 
analysis can identify relationships between behaviors and other var- 

iables, relationships are not always indicative of causality. There- 
fore, some data analysis can develop imperfect information caused 

by algorithmic limitations or biased sampling. As a result, decisions 
made by AI may intensify rather than remove human biases contrary 

to popular conception. 267 This poses real risks for equality and de- 

mocracy. 
 

The main problem with “algorithmic bias” is the data that is used to 
“train” the AI how to solve problems. In the law context, typically, 

factors from the real world, such as those reported in a judicial opin- 
ion, are fed into the computer, along with doctrinal rules describing 

how the law is applied to the facts. The AI is likely to return a wrong 

answer (measured against the result in the training case) on the first 
try, and maybe on the hundredth try. But because of machine learn- 

ing, the AI adapts its algorithms until it eventually finds ones that 
return the same result as that of the training cases all or most of the 

time. However, training data can itself be biased, a feature that is 
simply amplified once the AI is let loose on a new set of facts. So, 

for instance, if historical data in criminal sentencing or crime statis- 
tics is racially biased, then the AI will be too each time it is used to 

recommend a sentence. The risks of training AI with inaccurate or 
biased data are also clear from the example of Microsoft’s Tay, a 

“teen-talking AI chatbot built to mimic and converse with users in 

real time.”268 Due to Tay’s machine learning capabilities, she was 

making racist and discriminatory tweets within a few hours.269 She 
was not designed to be human proof and block malicious intent. As 

 

 
 

 

267 Justin Sherman, AI And Machine Learning Bias Has Dangerous Implica- 

tions, OPEN-SOURCE (Jan. 11, 2018), https://opensource.com/article/18/1/how- 

open-source-can-fight-algorithmic-bias (saying that “data itself might have a 

skewed distribution”). 
268 Sophie Kleeman, Here Are the Microsoft Twitter Bot’s Craziest Racist Rants, 

GIZMODO (Mar. 24, 2016), https://gizmodo.com/here-are-the-microsoft-twitter- 

bot-s-craziest-racist-ra-1766820160. 
269 Id. 
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Tay shows, AI functions can mirror and amplify societal biases and 

infirmities, only with the veneer of impartiality.270
 

Not only is training data often biased, but so too are the larger data 

sets subsequently used to produce AI outcomes. Input data is gener- 

ated either by humans or sensors that are designed by humans. Data 
selection, interpretation and methodologies are also of human de- 

sign and may reflect human biases. Thus, “flaws—ethical or meth- 
odological—in the collection and use of big data may reproduce so- 

cial inequality.”271 Algorithms make subjective decisions, including 

“classification, prioritization, association, and filtering They 

transform information, and they have social consequences.”272
 

Automated classification is known to produce discriminatory out- 
comes. One example is AI classification of images, which occurs in 
facial recognition software. Often it does not detect dark skin, or 

even classifies black subjects as gorillas. 273 Another example is 
Google’s search algorithm, which returns results reflecting occupa- 

tional gender stereotypes. 274 Its autocomplete algorithm can also 

elicit suggestions associated with negative racial stereotypes. 275 

Similar results occur when training data oversamples white males 
and undersamples women and minorities in positions of power or 
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rillas’, N.Y. TIMES (July 1, 2015, 7:01PM), https://bits.blogs.ny- 
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274 Matthew Kay, Cynthia Matuszek & Sean A. Munson, Unequal Representa- 

tion and Gender Stereotypes in Image Search Results for Occupations, in Pro- 

ceedings of the 33rd Annual ACM Conference on Human Factors in Computing 

Systems (2015), http://citeseerx.ist.psu.edu/viewdoc/down- 

load?doi=10.1.1.697.9973&rep=rep1&type=pdf. 
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(Feb. 12, 2018, 11:09 AM), https://www.wired.com/story/google-autocomplete- 
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IV. REGULATION IN THE AGE OF AI 

 
Currently, there are no regulations in the United States specific to 

artificial intelligence.279 Instead, applications of AI are regulated, if 
at all, under a hodgepodge of “privacy, cybersecurity, unfair and de- 
ceptive trade acts and practices, due process, and health and safety” 

laws. 280 Two things are missing from that regulatory landscape. 

prestige.276 This allows Amazon to create a “database of suspicious 

persons” for its home automation technologies.277
 

It is impossible to strip bias from human beings, but it may be pos- 
sible to remove bias from AI with the proper governance of data 

input. Do we want AI to reflect the stereotypes and discrimination 
prevalent in society today, or do we want AI to reflect a better soci- 

ety where all people are treated as equal? Timnit Gebru, co-founder 
of the Black in AI event, advocates that diversity is urgently needed 

in AI.278 This means more than a variety of people working on tech- 

nical solutions and includes diversity in data sets and in conversa- 
tions about law and ethics. If data sets are not diverse, then data out- 

put is going to be biased. Governance over data input is thus neces- 
sary to ensure it is vast, varied, and accurate. 
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